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Associated Restraints of 
Iot and manet technology
Processing speed and memory of smaller devices

Explaining the Problem
(Making clear) ̂ (A present demand without an apparent and/or satisfying solution)

Standard Blockchain Limi-
tations
Regular blockchain grows linearly by use of 
a linked list, search/validation time is O(n) 
time complexity.
Linked list structure of blockchain is limiting 
-- there is no correlation between the struc-
ture and the data being stored, minimal ad-
vantages compared to other data structures.
Designed for static nodes with continuous 
connection to the network, not designed for 
highly mobile or light-weight devices. Devic-
es may drop out of the network at any time. 
Doesn’t make use of the spatiotemporal 
nature of these devices.
Large computational, storage, and energy 
requirements
Validity algorithms uses large amounts of 
energy for computational processes 

So blockchains are impossible to hack?
TheThe short answer is no. The beginning and middle of our blockchain are verifia-
ble by checking that the appropriate hash value was inherited and that the sub-
sequent blocks inherited the current block’s hash. In this way we can tell the 
block has not only the correct data but that it is in the correct position within the 
blockchain. The most recent end of the blockchain does not have subsequent 
blocks to verify against so it is more vulnerable to data corruption. 
For this situation (and others) blockchains store many copies of their data 
amungst the member nodes so that if an inconsistency during a regular self ver-
ification is spotted, all copies are gathered and the version held by the majority 
is determined genuine. As it is near impossible to predict the distribution of data 
on the blockchain or to corrupt a majority of member nodes between verification 
cycles (especially with blockchains of greater sizes) blockchain is the safest in-
ternet protocol for data accuracy available today.

Aren’t blockchains 
over-hyped linked lists?
WhatWhat sets blockchain apart from a linked list is the 
hereditary chaining of hashes, the ability of the 
blockchain to act and self regulate (e.g. forging 
new blocks or constant self verification of its 
data), and the distributed storage and tasking of 
the blockchain across its member nodes.

So what if not central 
storage?
Peer-to-peerPeer-to-peer is a decentralized internet 
protocol in which the work of maintaining 
the network is shared amongst the net-
work’s users. This helps preserve accura-
cy by storing multiple copies of the infor-
mation across a network and moving them 
consistently. This alone is not enough to 
preserve accuracy which is why block-
chains are a subset of peer-to-peer net-
works with more stringent communication 
and data verification protocols.

What is a block?
AA data structure that holds the transactions 
(record of node activities) of all the nodes in the 
cluster within a window of time that is given a 
unique hash based on its own data as well as that 
of the blocks prior. This hash acts to not only 
verify the contents but the position of the block in 
the blockchain. The incorporation of the data pre-
viousvious in a hereditary fashion into the current block 
hash is what is meant by “chaining”.

What does it mean to hash?
HashingHashing is creating a value of a predetermined 
size that is a unique representation of the data 
being hashed. Different data begets different 
hashes and in such a way a hash may be thought 
of as a fingerprint. Re-hashing your data will 
prove it either has not changed because the new 
hash is the same as the one prior or that it has 
changedchanged because the new hash is different than 
the previous.

How do nodes 
communicate?

SeveralSeveral messaging architectures 
can be incorporated into a block-
chain. While each has its respective 
security measures, there are other ad-
vantages that a blockchain can leverage 
in accordance with its goal, such as 
time taken or message distribution 
speed. Examples include the pub-
lish-subscribe model (PubSub) 
and the point-to-point 

model.

What is a 
node?

Node is used to de-
scribe a member of a 
network or an individu-
al computer/sensor 
in a cluster What is a 

cluster?
AA group of computers pur-
posed toward a common goal 
that pools resources like 
memory and processing 
power and distributes 
tasks to be worked in 

parallel.

Malicious entities:
ExtExternal:  External entities can attack via internet connection making the va-
lidity of information only as reliable as the current firewall and once past the fire-
wall there is little internal resistance. The only way to guarantee information ac-
curacy is to make the central repository unable to process requests and unable 
to receive input (requires specialized computers whose internet ports are guar-
anteed to act in an outward flow only; e.g. an immutable database that sends 
copies of information to an internal list of emails at regular intervals and takes 
in no requests) This greatly detriments information availability and a new com-
puter would have to be purchased to add information to the database.
Internal:  The most dangerous of malicious entities -- a common example 
being disgruntled (or sometimes uninformed) employees deleting an entire 
company’s database in an unrecoverable fashion. These days it is widely rec-
ognized that the human component is the most vulnerable part of any system 
and the majority of cyber attacks are a direct result of social engineering 
schemes like phishing. The closer one is to the human components the easier 
they are to exploit even within a privilege (read: admin) based system. 

Isn’t storing it on my com-
puter safe enough?
This would be an example of central storage which is known to 
be fundamentally unsafe. Besides the required physical safety 
of the central unit (it would be a pain to lose the information in a 
fire) centralized information is more susceptible to malicious en-
tities and natural data corruption.

What does “accurate” 
mean and why does it 
matter?
AccuracyAccuracy is important for several reasons, some of the more im-
aginable are to preserve attributions in the case of copyrights, to 
be able to make sometimes life and death decisions based off 
accurate information (e.g. an airplane’s autopilot relies on infor-
mation from altimitors that can have deadly consequences if the 
information is wrong), and to preserve a record of transactions 
(the fundamental underpinning behind crypto currency that ena
bles them to have value).

What is blockchain?
An answer to the ques-
tion: “How do I store data 
digitally and ensure the 
data remains accurate?”

Problem: Blockchain protocol scalable for MANET & IoT devices

Internet of things (IoT)
Devices (sensors, appliances, integrated systems, etc.), that connect 
to the internet in order to provide additional and often remote function-
ality. They are designed to take some input, be it from a user, sensor 
or another device, and either transmit it over the internet or translate it 

into some useful information for the user.
“66% of homes in the region have at least one IoT device. Additionally, 
25% of North American homes boast more than two devices. The av-
erage household in the region would have an average of 9 devices by 
2022, and nearly half (48%) of total devices and connections will be 

video capable.” - A mordor Intelligence survey (circa. 2016)*

Mobile Ad Hoc Network (MANET)
Network that can be set up without an infrastructure (ad hoc) made up of 
nodes that are highly mobile. The nodes contain programming and hard-
ware that allow them to communicate with each other as without a central 
unit.
The individual devices that make up the network need not be of the same 
type, they only need to have the functionality to create a MANET by con-
necting to other devices using compatible frequencies and protocols.
Mobile Wireless Sensor Networks are a type of MANET (e.g. environmental 
sensors like humidity sensors, thermal sensors, cameras, etc.) and best 
represents the node behavior in our project.

Ethical reasons to 
solve this problem?

ManyMany blockchain implementations, including most crypto-
currencies, are very energy intensive. In recent years it has 
come to light that the energy cost of maintaining and vali-
dating these currency blockchains is significant and contin-
ues to rise. For example, Bitcoin mining energy consump-
tion surpassed the total energy consumption of the country 
of Argentina. (https://www.bbc.com/news/technolo
gy-56012952). Creating a more efficient blockchain proto-
col will limit future emissions and combat climate change by 

reducing power consumption per task. 
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